IDS 1999-0274 



1/5 



FIG. 1 

100 



110 



REMOTE UNIT 
112 



RECEIVER 



ANALOG 
CIRCUITRY 



^ 122 



CONTROLLER 



^ 120 



TRANSMITTER 



114 



110^ REMOTE UNIT 



110 



REMOTE UNIT 




COMMUNICATIO 
CHANNEL 



i 




104 



BASE STATION 
106 



TRANSMITTER 



ANALOG 
CIRCUITRY 



116 



CONTROLLER 



— 118 



RECEIVER [ -108 



FIG. 2 

200 



TRANSMISSION 



202 



NETWORK LAYER 



204 



SUB-NETWORK SECURITY LAYER 

(SSL) 



206^ 



DATA LINK LAYER 



208 



PHYSICAL LAYER 



102 
_1_ 



RECEIVER 



NETWORK LAYER 



-202 



SUB-NETWORK SECURITY LAYER 

(SSL) 



204 



DATA LINK LAYER 



206 



PHYSICAL LAYER 



-208 



IDS 1999-0274 






IDS 1999-0274 




IDS 1999-0274 



4/5 



FIG. 5 



(start) 



RECEIVE DATA PACKET 










CALCULATE CHECKSUM 



506 ^ — ^ r 508 

NETWORK 
LAYER CHECKSUM=CALCULATED 
CHECKSUM ? 



VALID 
CHECKSUM 



TRANSFER DATA PACKET TO SSL 



I 



ENCRYPT DATA PACKET 



I 



502 



CHECKSUM 
NOT VALID 



1 



510 



DROP DATA 
PACKET 



512 



514 



TRANSFER DATA PACKET TO DATA LINK 
LAYER AND PHYSICAL LAYER 



i 



516 



TRANSMIT DATA PACKET TO RECEIVER ^518 



IDS 1999-0274 



5/5 



FIG. 6 



(start) 

_r_ 



RECEIVE ENCRYPTED DATA PACKET 



I 



TRANSFER DATA PAC KET TO SSL 



DECRYPT ENCRYPTED DATA PACKET 



CALCULATE CHECKSUM 



VALID 
CHECKSUM 



602 



604 



606 




CHECKSUM 
NOT VALID 



616 



DETECT LOSS OF 
SYNCHRONIZATION 



TRANSFER DATA PACKET TO NETWORK LAYER 

S 

614 



PERFORM 
RE-SYNCHRO NIZATION 

s 

618 



